Audit Logs to enforce document integrity in Skyline and Panorama
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Overview: Methods: Results:

Audit logging was implemented in Skyline to facilitate more The audit log is built such that one can reproduce the state of a Skyline Each audit log entry contains (see Figure 2): There are indications that making Skyline audit log data visible in Panorama will be beneficial ~, |
complex and reproducible proteomics workflows, improve data document given only the log, the data, and the original state of the « Time Stamp: Time at which the change was made. for data quality and integrity in public repositories of proteomic data like Panorama Publicl
; . ) q _ . grity in p P P
quality and make the software more suitable to use in regulated ocument. * Undo Redo Message: The shortest and least specific message .de:?;- (https://panoramaweb.org/public.url) as well as in local Panorama installations. While detailed
environments like drug development. Audit log along with Skyline One audit log entry represents a single GUI transaction and can include cribing the entire entry. This message will also be displayed in Skyline’s logging is relatively common in command line proteomic tools, GUI-based software usually
document can be shared with other workflow participants using multiple modifications made in the document. For example a user can toolbar when clicking on the arrows next to the Undo-Redo arrows. does not have this information readily available and its implementation in Skyline and sharing & 2% {
Panorama. If multiple versions of the document are uploaded change multiple settings in a dialog window and press OK. All the * Summary Message: Similar (and often times the same) as the Undo it in Panorama is desirable. Since MCP recommends Skyline/Panorama Public as publication 2
audit log allows Panorama to build complete version tree of the changes made in the dialog will be recorded as single entry with multiple Redo Message, but for certain messages more specific. _ data sharing platform? understanding the detailed lineage and provenance of the existing data & ... o0 s mometon y
'CA'\OZ‘_J”‘Ie”t- . e in the Skviine d messages, one for each change. . g\” |_?f0 Message(s): A list of messages that describe the change in will help researchers to reproduce existing experiments and identify problems. 2 o S ——
udit log captures all changes made in the Skyline document . . _ . . etail. . . . » . —
including who made the change and when thus creating complete In Skyline an.d Panorama this information IS presented in a grld, but can . User: Identity of the user who made the change as authenticated by the It a company creates a I_Dano_rama instance for |.nte_rnal use, sharing aud|F mformat.l(_)n between Fle ames - |
history of the document. Audit log integrity is protected by hashing be exported into different formats. The audit logs are stored in a human local operating system all participants in a project improves communication and enforces project-specific research | a1 totmaXiL
. . . . . . . . e H PI\dd single-injection replicates in files = True,
log data. Encrypting the hash to enable electronic signature Liar‘g:r?:: ilr?vgir ;faerr]fani(l\l/lall_ngﬁggi’ gQLChFiZILC;V;SB)Skgg]\?er;? r?:s%l:g g;g - Reason: The reason for the change, which can be set by editing the cell E:g}ggﬂ;;he steps that led to generating a specific dataset can be traced and verified at the | g 0mesn e
rotection is planned in the future versions of the software. As ) . ' in the audit log viewer after the change was made. (Optional ' |
P : P : - : computed and stored to verify audit log — document correspondence and - J . J (Op ) - p Detailed audit | - | I f bust and ful P f the d ti Copy oK
such this feature is a step for the Skyline/Panorama suite towards  log i . he cli : KVl ) « Detailed Reason: A reason that can be set for each of the detailed “All €lalled audit logging also allows Tor more robust and usetul versioning of theé aocument In
CFR Title 21 Part 11 compliance. ensure audit log integrity on the client side (Skyline) and server side Info messages’. (Optional) Panorama. Exact relationship between multiple versions of the uploaded document can be 1 O
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E\Paﬂor?rﬂa)- A(\j” |Informat|or'1A\”shown rl]n i'gure 3 is lIJo'Seddto compute tEe  Extra Info: additional information, usually large amount of data pasted identified to build a complete version tree. This enables more complex workflows and better on e s i s o
o0t hash of the audit g, Additionally. & hash of the associated Skyline . M@ the document. (Optional) accountabilfy in regulated anviranments.
- J- Y, ane - Y  Entry Hash: Hashed value of all data stored in this entry. The hash is Protecting document and audit data with hashes, encryption and electronic signatures in iites Userview ¥
- document Is stored at the start of the audit log file. These hashes can used to verify data integrity as unique identifier of the document version. Skyline and enforcing this protection in Panorama will further improve data quality, especially 7~ €13 2>} |& bpot. Fnd L SRy
I nt rOd uct|on * optionally be encrypted to protect the document with electronic signature. =KYINe ¢ing prof o ) P quality, espe y Time User Al rfo Message Reoson
y ' In pUb“CIy accessible proteomlc repOS|tor|es because it allows users to prevent low qua“ty (I"lO 20190523 16:51:08 RITACH-DSK\RtaCh | Changed start time of all peaks of YDLOS5C > K.ETFPILVEEK.Q [196, 205] > 602.8266++in "siac_1_to_4"from 29.63t0 29.78 ) | Tightening integration b...
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prOteomICS mass SpeCtI’OmetI’y data. Panorama IS an Open' n L <.{_‘.unuua:'3>d ' 20150523 16:50:43 | RITACH-DSK\RitaCh | Import results settings > Add single-injection replicates in files is True A
source targeted proteomiCS WebSite knowledgebase Software for E e:‘zmessage E <ﬂl;p:15 s |mp|ementati0n Of th|s . . . . . 2019-05-23 16:50:43 | RITACH-DSK\RtaCh | Import results settings > Files to import simultaneously is "Many" Extra II‘IfO
Shal’lng eXperImentS and assays that |ntegrates Into a Sky“ne % g::;::?/::z:age <:na::-.e>{OTRef:;.nementSettings}{2:Property5eparator}{0:RefinementSettings_MinTransitionsPepPrecursor}</ndme> feature W|” move the Sky_ Flgure 6: AUdIt |Og viewer page In Panorama- User can SeIeCt detalled or TenEnmamERan Tnmnanneiamene e e o
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. . _ > _ _ . . SOL ce, specificall section Ju . udit 10g panel pelow tnhe cnromatogram snows wno ana wnen importe e
that one can reproduce the state of a Skyline document given localization of the log messages in the Skyline Ul. Names are sequences of standard substitution tokens that can be 11.10 pEIectroni):: Records | Deeument summary file and modified the boundaries and provides a place for the user to describe motivation for
only the log, the data and the original state of the document (if localized and are used to build a human-readable log message. English message is included to make sure log file is Y - | the change.
existent). The log (_jata can be uploaded and Vlewe_d In Corce readable by a human and to use in Panorama Ul that supports English only. It also plays a role in enforcing log Controls for closed Sys-  Name:metnodkdit 51z (4248) & & 5 versions Some operations in Skyline can involve large volumes of data (like pasting a whole FASTA
Panorama together W|th the document The usage Of Sky“ne N Figure 2- The Audit Log viewer in Sky“ne can Integrlty tems 11 proteins, 36 peptides, 36 precursors, 175 transitions - 0 replicates - Skyline (64-bit) flle) that would be impraCtical to show in the table format. If such data is present in the |Og

regulated environments was also considered to make Skyline entry user can click the Extra Info icon to view it in a separate window. The Audit Log Extra

I ith th ' forth i itl e customized 1o show sertain fnformation by Audit log implementation in Skyline: Information dialog box to the left demonstrates this functionality.

ii?g y W';. rt] € re_quwre] ments bse:[‘ orth in CFR Title 21 Paét creating a new View with specific columns Skyline document has hierarchical structure. To determine changes to be logged application recursively Skyline Audit Log '

- 108, W "; rec?_uwellt ere 1o be “secure, computer-generated, selected. compares old and new document nodes to identify the differences. Differences are arranged in a tree as well L.

time-stampe aq _|t tra! s”. - A and different levels of this tree are logged as different message types under the audit log entry (see Figure

Audit Log: All Info [« dreat 4) : C I ° .

Reports » &~ [4 4 |3 of22 | b bl [|E3 Export.. | Find: Enable audit logging « UndoRedo Level: First node that has >1 children Create Timestamp =~ Message Type =~ Message Text O n c u S I 0 n S o
Time All Info Messags - ’ . . 2019-04-2510:01 UndoRedo Peptide Settings - Library > Libraries : "Yeast(Atlas)" was added
20190523 16:51-08 | Changed start time of all peaks of YDLOSEC > K. ETFPILVEEK.Q [196. 205] > 602 8266++in "slac_1_to_4" from 29.63to 29.78 )  Transition Settlngs Changed Summary Settings > Peptide Settings ~ Library > Libraries - "Yeast(Atlas)" was added
2015-05-23 16:51:03 |Changed end time of all peaks of YDLOSSC > K.ETFPILVEEK.G [196, 205] > 602.8266++in "silac_1_to_4" from 30.47to 30.27 &}) ° . H . . . i i . . . . . . . . . .

’ ImDO:Edresur:sfmm ,,silzc_uo__tmzxw_" t t == A Summary Level Same as UndORedO, bUt pOtentIa”y |Onger All Info Settfngs>PeptfdeSettrngs——L!brary>Lfbrarfes: Teast{AtIas) "was adée? | |mp|ementat|0n of the aud|t Ioggn‘]g feature N the Sky“ne/Panorama Su|te
2015-05-23 16:50:43 | Import results settings > File names : containg "silac_1_to_4 mzXML" Settings b Settlngs > TranSItlon Settlngs Changed AllInfo SEttIr‘IgS>P?ptlde Settings - L|I:>rary>L|brar|es> YeaSt(AtlaS) > Path s C:\Users\thaCh\Workspaces\Prote: |S antICIpated by many Of Its users and moves It One Step Closer tO be Com'
2013-05-23 16:50:43 | Import results settings > Add single-njection replicates in files is True changed ” f . ” I f 2019-04-2510:05 UndoRedo Peptide Settings > Background proteome changed from "None" to "Yeast" . . . . .

2013-05-23 16:50:43 | Import results settings » Files to import simuttaneously is "Marny™ * A In 0: A ea nOdeS Summary Settings > Peptide Settings > Background proteome changed from "None" to "Yeast" pllant Wlth the government reCIUII'ementS fOf use in regU|at6d enV|r0nmeﬂt
20190523 165030 | Inseted 2% ransions ) « Settings > Transition Settings > Prediction > Precursor Mass Type changed from ings > Peptide Settings > "None" to "Yeast’ , : : L :
20150523 165073 | et St cheress @ ) g . . . - g yp g All Info Sett!ngs Pept!de Sett!ngs Background proteome changed from "None" to "Yeast | | AUd|t |Ogglng addS a new Ievel Of pI’OCGSSIﬂg V|S|b|l|ty and W|” help tO make
Average to MOﬂO'SOtOp'C All Info Settings > Peptide Settings > Background proteome > Background proteome database path is "C:\Users\RitaCl N . . .
2015-05-23 16:50:23 | Settings > Peptide Settings > Background proteome chanaged from "None" to "Yeast_mini" o G sition o . . 20190425 10:06 UndoRedo Imported FASTA from clioboard proceSSIng Wlth Skyllne more reprodUCIbIe
2019-05-23 16:50:23 | Setings > Peptide Settings > Background proteome > Background proteome database path is "Yeast_MRMer_mini protdb” ; ansitio ansitio By design there is always one UndoRedo message, one Summary message and zero or more All Info : : P
) ) ) . . Settings Settings Settings Summary Imported FASTA from clipboard : : : : :
2015-05-23 16:50:23 | Settings > Peptide Settings — Library > Libraries : "Yeast_mini" was added changed changed changed messages T = e ; - Complete document hIStory Captured In the aUdIt |Og prOVIdeS data Ilneage
2015-05-23 16:50:23 | Settings > Peptide Settings — Library > Libraries > "Yeast_mini" > Path is "Yeast_MRMer_min blib" " nto emove empty protein . . . .
2019-05-23 16:50:23 | Settings > Peptide Settings ~ Modifications > Isctope modfications > "heavy” : "Label:-13C(8115N(2) (C-tem K)" was added Audit |og is stored in its own file Separate|y from the main document. 2019-042510:11  UndoRedo Transition Settings changed information and enables document versioning.
2015-05-23 16:50:23 | Settings > Peptide Settings — Modffications  Isotope modfications > "heavy™ > "Label:13C(6)15M(2) (C4em K)" = Amino acid is "K" . . Summary Settings > Transition Settings changed . . . . .
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2D15—D5—231E;5D;23 Seﬁinzs;PeptideSeﬂinzs—Mod'rfications;Isoto:jemod'rfications;"hea:'";"LabeI;HCI;E}'IENI;E}IEC-terrnK}";'IBNisTrue gz:tsl:lgc;n ;Z?tsl:lgc”sn T;Z?':I:Igosn Panorama eXpeCtS bOth document and aUdIt Iog flles to be uploaded together' It parses the uploaded XML References All Info Settings > Transition Settings -- Filter > lon types changed from "y" to "y, b" * StrICter document and Iog Integrlty prOteCtlon USIng encryptlon and
T e B R e s s T files and stores them in the database. It also provides log viewing page similar to the one in Skyline. 1 gh V. MacLean B | Mol. Cell. P s 17(6):1239.44. (201 electronic signatures. _ _
Figure 1: Example of an audit log form listing the changes Panorama folder can be configured to reject a document that does not meet pre-set integrity verification Sharma V, MaclLean B, et al. Mol. Cell. Proteomics 17(6):1239-44, (2018) * document version viewer to display document version tree.

after peak integration boundaries were adjusted. Figure 4: Audit log diff tree requirements (missing hashes or missing electronic signature). ®Abbatiello, S. et al., Mol. Cell. Proteomics 16, 327-328 (2017)
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